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This document is meant as guidance only and nothing in it constitutes legal advice.
It will be for individual persons to obtain their own legal advice on any case.



Purpose

This document is developed to provide guidance to Social Workers on concerns about the
overt and covert recording (both video and audio) of sessions by clients. Unlike Social
Workers, who are expected by the SASW Code of Professional Ethics to obtain clients’ consent
to make visual or audio recordings, clients do not need their social worker’s permission to
record a session, either covertly or overtly as the confidential data belongs to the clients.

Legal Implications

There are no legal implications for individuals making a personal recording of a session with
a social worker, either overtly or covertly, for their private use unless there is an
organisational policy forbidding the recording by clients. The content of the recording is
confidential to the client who is ‘acting in a personal or domestic capacity’?.

The client can waive his/her own confidentiality and share the recording in unadulterated
form.

However, this position will change once the recording is no longer used as a record of the

session but is publicised in a modified way which is designed to cause detriment to or harass
the social worker.

Protection from Harassment Act (POHA)

As of 1 January 2020, it is an offence to engage in “doxxing” in Singapore under the Protection
from Harassment (Amendment) Act 2019. Doxxing occurs when an individual or entity
publishes the personal information of a person in order to harass, threaten or facilitate
violence against them?. Personal information refers to information that can be used to
identify the person, such as photographs or videos, contact details or information about the
person’s employment, education and family.3

What to Do If You Have Been a Victim of Doxxing (www.singaporelegaladvice.com)

If you are a victim of doxxing, there are several options available to you under POHA%:

¢ Make a police report: If it can be shown that the publisher has committed the offence
of doxxing under the amended sections 3 or 5 of the POHA, the publisher may face
criminal sanctions.

¢ Bring civil proceedings against the publisher and claim damages as compensation:
You may wish to consult a lawyer on the feasibility of bringing a lawsuit against the
publisher.

! Personal Data Protection Act 2012-Singapore statutes online, 2012

2 ("Laws and penalties for doxxing in Singapore (with examples)," 2020)
3 ("Laws and penalties for doxxing in Singapore (with examples)," 2020)
% Protection from Harassment (Amendment) Act 2019


https://singaporelegaladvice.com/need-know-protection-harassment-act/
https://singaporelegaladvice.com/find-a-lawyer/services/harassment/

o Apply for a protection order: You may submit an application for a Protection Order
(PO) or an Expedited Protection Order (EPO) to the State Courts. Protection orders are
flexible remedies that are tailored to the victim’s needs. For example, the court may
issue an order to prohibit a person from publishing the victim’s personal information
online. The court may also require third-parties, such as the Facebook and Instagram
social media platforms, to remove the post. The amendments to the POHA provide for
a simplified application process and an expedited timeline for being granted these
orders. An EPO may be granted within 48 to 72 hours of filing an application and,
where there is a risk of violence or actual violence, within 24 hours. A PO application
may also be processed within 4 weeks.

Professional Practice Implications

The Singapore Association of Social Workers Code of Professional Ethics (henceforth, the
Code) provides parameters and practice requirements which includes the collection of
client information and personal data.

When dealing with audio and video records, the Code states:

“Client records include all forms of documentation, photographs, and/or video and
audio recordings. When taking and using photographs, video and audio recordings
of clients, prior consent from the client must be obtained”

(SASW Code of Professional Ethics, Part A.7.a)

It is professional standard practice that prior to any form of photograph, audio or video
recording, the social worker should declare and seek written consent from the client
through a Consent Form; or in the occasion of a public event, declared through a Notice
of Audio/Video Recording by the organisation.

While the Code determines the professional behaviours of the social worker in a client-
worker relationship, it does not dictate a reciprocal expectation of the client.

Recording of audio and video carried out by the client, be it overtly or covertly, does not
fall into expected behaviour in the Code or right of the social worker as a professional.

While the social worker’s recording of meetings with the client constitutes documenting
the client’s personal information, which the social worker is obligated to seek the client’s
consent, the information shared by the client during these sessions is not necessarily
confidential to the client. The client is ultimately the owner of his personal data and
information. Hence, the burden of data protection is on the social worker and not on the
client who owns the data.

When the client chooses to record the meeting, either overtly or covertly, ‘the rights of
the worker to privacy do not apply since meetings attended by someone in the role of
social worker is unlikely to contain information about the social worker’s private life.”®

5 Schraer, R. (2016, February 11).



Singapore does not recognise the infringement of privacy as a reason to sue, as long as
the person is an individual acting in his or her own personal capacity.® In the case of our
social work client, the individual is acting in similar capacity.

When dealing with covert recording, the following reminder from CAFCASS-Children and
Family Court Advisory Support Service (UK) Operating Framework is worth noting:

“ We should have nothing to fear from covert recording. Our attitude should be, 'l am
doing my job and | have nothing to hide. | can explain why | said what | said or why |
did what | did'........ We should always be transparent in our work, to meet
contemporary expectations, including being able to defend whatever we say or write
in a court under cross-examination, because we are working to a professional
standard..... In this sense, we should expect that everything we say or write could
become public knowledge.”

Nevertheless, the organisation in which the social worker is serving may hold as policy to
stop any meetings when the client intends or have been found to overtly or covertly
record the meeting.

In another circumstance, a client may want the social worker to view or hear recordings
which the client has covertly made of other parties ( for example, the estranged
ex-spouse’s conversation with the client’s child or the rantings of the client’s employer ).
On a similar note, exchange of messages between client and the external parties over
mobile phone applications may also be presented to the social worker.

If offered such material, the social worker needs to be mindful of the purpose of
listening/viewing and how it would impact on the social worker’s management of the
case.

Recommendations

1. Social workers working in organisations that do not have policies specific to clients
making recordings during meetings with the social worker should seek clarity of the
organisation’s position about such recordings.

2. Signage of organisational policy on recordings and consequences of its non-
compliance should be placed in areas visible to clients if the organisation does not
allow recording by clients.

3. Organisations may wish to insert a clause in their HR Policy Guide on its position with
regards to the recording of clients’ sessions.

4. Social Workers to conduct a face-to-face counselling session if they are uncomfortable
with an online session.

® Total recall: Can I record my doctor's visit? | Aetna international. (n.d.).


https://singaporelegaladvice.com/can-i-record-a-conversation-without-consent/
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